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Encryption is being implemented in many places besides the office. Most people associate
encryption with protecting information as it travels across a network or as a means to secure data
storage; however, it actually touches just about every facet of our everyday life. The word
encryption once conjured up images of covert diplomatic communication and secret codes to
which only a select few were allowed access. But the rise of the Internet age and increasing theft
of private digital information have thrust encryption technologies into the public spotlight.

While the average user might not know an algorithm from a protocol, they do understand that the
online banking Web site they visit has been secured. For the truly paranoid, Web browsers now offer
single-click access to view the certificate issued by a trusted third party Certificate Authority, which
certifies that the Web site is official — not a “look-alike” page designed to steal logon and password
information. Viewing the certificate is as simple as clicking on the lock icon, for example, that usually
appears to the right of an active URL box on a PC's Web browser. This opens a certificate viewer that
will provide ample information about the certificate, such as who issued the certificate and to whom,
how long it will be valid, information about the algorithms used and the type of encryption. These
implementations of encryption are obvious, but there are more subtle ways in which encryption
enters our daily lives.

Sifrovani je realizovdno na mnoha mistech mimo kancelat. Vétsina lidi spojuje $ifrovéni s ochranou
informaci jako je posilani dat siti nebo jako prostredek pro bezpecné uloZzeni dat; ale
toho se vlastné dotyka témér kazdy aspekt naseho kazdodenniho Zivota. Slovo Sifrovani jednou
vykouzlil obraz tajnych diplomatickych komunikaci a tajné kdédy, ke kterym byl povolen ptistup jen
par vyvolenym. Ale rozmach internetového véku a rostouci zcizovani privatnich digitalnich informaci
posunulo Sifrovaci technologie do pozornosti verejnosti.

Zatimco pramérny uzivatel nemusi znat algoritmy protokolu, staci, Zze chape, Ze webové stranky jeho
on-line bankovnictvi, které navstévuje, jsou zabezpeceny. Pro opravdové paranoiky webové
prohlize¢e nyni nabizi jednim kliknutim pristup k prohlédnuti osvédceni vydané dlivéryhodnou treti
stranou, certifikacnim Urfadem, kterd certifikuje, Ze webova stranka je oficidlni a stranky nejsou
navrzeny jako ,jiné podobné“’tak, aby bylo mozno krast prihlaSovaci jména a hesla.

ProhliZzeni osvédceni je stejné jednoduché jako kliknuti na ikonu zdmku, napfriklad to, Ze se obvykle
objevi na pravé strané fadku s URL adresou v okné webového prohliZzece. Tim se otevie prohlizec
ovéreni, ktery bude poskytovat dostatecné informace o osvédceni (jako napriklad kdo vydal
osvédceni a komu, do kdy bude platit, informace o zplisobu pouziti a o typu Sifrovani). Toto zavedeni
sifrovani je jasné, ale existuje vice zajimavych zpUsobu, jak sifrovani vstupuje do naseho
kazdodenniho Zivota.

An average day

Your day starts out with watching a few minutes of news and weather on satellite television prior to
heading out for a morning job, which is now more pleasant thanks to your iPod. A little while later,
you head out to work, arming your house alarm as you walk out the door. You open the door to your
car with a keyless lock numeric pad and start your morning commute. After a quick stop for fuel, paid
for at the pump with a credit card, you hop on the toll road in the fast lane using a SpeedPass that
automatically deducts the toll from your pre-paid account. At the office, you turn on the computer,
finally becoming cognizant of encryption, when logging on to the network using either a password or
some type of physical token. However, you remain oblivious to the half dozen instances of
encryption that have already touched your life so far today.

Primérny den

Vas den zacina nékolikaminutovym sledovanim zprav a pocasi v satelitni TV jako hlavni ranni ¢innosti,
které jsou ted mnohem prijemnéjsi diky nasemu iPodu. O nékolik minut pozdéji mizete vyrazit do
prace, prochazite dvermi sledovani vasim domacim alarmem. Otevrete dvere vaseho auta caselnou
klavesnici vaseho dalkového ovlddace a zacinate cestu do prace. Po kratkém zastaveni pro palivo,
které zaplatite u pumpy vasi kreditni kartou, se muZete rychle presunout do rychlého pruhu silnici
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diky karté SpeedPass, ze které se odecte mytné z vaseho predplaceného konta. V kancelafi zapnete
pocita¢ a konecné prichazi védomi Sifrovani, kdyz se prihlasujete do sité bud jménem, nebo néjakou
cteckou fyzickych udaji. Nicméné muzZete zGstat Ihostejni k pll tuctu Sifer, které se vas dotykaji, je
jesté daleko den, kdy to bude dokonalé.

“I really see encryption as glue. You have a lot of things that are held together by glue but you don't
really see it. It's important that it works well, otherwise everything falls apart,” explains Nate Lawson,
senior researcher at Cryptography Research, and adds they would work with a company making SD
[Secure Digital] cards and help them to integrate security into their product because Cryptography
Research is unique in that. It does not necessarily sell a product, but helps manufacturers integrate
encryption technologies into their electronics.

,Opravdu vidim, Ze Sifrovani je jako spojeni. Mas mnoho véci, které jsou takto spojeny, ale ve
skutecnosti to nevidis. Je dalezité, ze to funguje/pracuje, jinak se vSechno rozpadne,” vysvétluje Nate
Lawson, vedouci védecky pracovni v kryptografii a dodava, ze by méli pracovat pro firmu vyrabéjici
SD karty a pomahat jim se zavedenim ochrany do jejich produktl, protoZe Cryptography Research je
v tomto vyzkumu jedinec¢nda. Neni nezbytné prodavat produkt, ale pomoci vyrobclim zavadét Sifrovaci
technologie do jejich elektroniky.

Purchasing and using electronics is not the only way encryption creeps into our daily lives. As of
August 2006, anyone obtaining a U.S. Passport will have their photograph digitized and stored along
with their personal information on a contactless computer chip embedded in the cover. Readers in
close proximity can only read the e-passports, and they also possess an integrated encryption engine
much stronger than the one used in the inexpensive RFID tags for supply chain management.

To put e-passport security in perspective, Jim Handy, an analyst at Semico Research, a semiconductor
research company based in Phoenix, says “Getting into these chips is going to take more than your
average bear. There will be MIT students who do it, but it probably won't be widespread. You'll have
to know how the chip is encrypted and how it is programmed.”

Many countries have started issuing e-passports since then and by 2010 citizens from nearly 200
countries will be carrying passports containing an encrypted computer chip storing their image and
personal information.

Nakup a pouziti elektroniky neni jediny pouze zpUsob, jak se Sifrovani vloudi do naseho kazdodenniho
zZivota. Pokud chce nékdo od srpna 2006 ziskat americky pas, jeho fotografie bude digitalizovana a
uloZena spole¢né s jeho osobnimi Udaji do bezdotykového pocitacového Cipu zabudovaného v obalu.
Ctenafi z bezprostiedni blizkosti mohou pouze &ist e-passports, a také maji integrované Sifrovani
mnohem silnéjsi, nez bylo pouZito v levnych RFID visackach pro fizeni dodavatelského retézce.

V e-pasu je perspektiva zabezpeceni, Jim Handy, analytik z Cryptography Research, vyzkum
polovodi¢l se sidlem v Phoenix fika: , Dostat se do téchto Cipl bude trvat mnohem déle nez vas
pramérny Zivot. Budou zde studenti MIT, ktefi to udélaji, ale pravdépodobné se to nerozsifi. Budete
védeét, jak je Cip Sifrovan a jak je naprogramovan.

Mnoho zemi jiz zacalo vydavat e-pasy a do roku 2010 budou obcané pfiblizné 200 zemi nosit pasy
obsahujici zasifrovany pocitacovy Cip obsahuijici jejich podobu a osobni informace.

Digital rights and anti-tampering

Regulatory compliance has brought the question of whether or not organizations employ encryption
to a new level of awareness, but there is another side to the growing use of encryption — anti-piracy
and product tampering. There has been a sharp rise in the number of companies who are integrating
encryption into their core components, especially when it comes to tamper-resistance. According to
Lawson, encryption is becoming increasingly common in consumer devices. “Typically, you think of
servers, network links and hard drives, but now, even the smallest of devices, including
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microcontrollers, are getting crypto support for doing things like secure boot so manufacturers know
what software is being loaded into the processor.”

Historically, everything was stored on a single chip, which could be reverse-engineered by
disassembling the chip to find out how it works. Now, the stakes are higher with the dependence on
software. “Software is becoming so valuable because it is easy to copy, patch and update,” Lawson
explains, “The problem is people are hacking their iPods to run Linux.”

To alleviate the problem, companies want to essentially lock out access to the devices, prevent
modifications to the software or stop users from taking the software from one device and using it in
another. The satellite cable industry can be cited as an example — once you decrypt a broadcasted
signal, you can watch its stuff free forever. It is estimated that satellite companies and the channels,
movie studios and sports franchises that supply programming lose well over $1 billion a year in
uncollected revenue from piracy. To help combat the loss, Cryptography Research has been involved
in helping satellite television companies by developing an applicationspecific integrated

circuit (ASIC).

The entertainment industry has embraced cryptographic technologies in recent years, even showing
up on the agenda at the RSA convention in 2005 to reach out to IT companies for developing better
anti-piracy technologies. Better known as Digital Rights Management (DRM), it is now routinely
found on music CDs and movie DVDs. Apple constructed FairPlay, the DRM that digitally encrypts
audio files so they can only be played using iTunes or an iPod. Rarely does anyone consider the fact
that their iPod contains its own encrypted key repository.

The latest frontier for encryption in the entertainment industry has been for high-definition (HD)
movies. Disney, Intel, Microsoft, Panasonic, Warner Brothers, IBM, Toshiba and Sony have worked
together to develop the Advanced Access Content System (AACS) — encryption for protecting HD
formats such as Toshiba's HD DVD and Sony's Blu-ray Disc. Less than six months after AACS was put
into production, a hacker had already posted the crack online. That is why many who work in the
field of cryptography refer to it as a “race” rather than a solution.

Encryption schemes based upon renewability are what Lawson sees as the next step. “Once someone
compromises the system, a new update can be issued and the system becomes secure again,” he
says. “Such encryption is gaining use in familiar electronics such as cell phones, home office routers,
digital video recorders and many other consumer electronics.

“I think we've seen large increases in the use of encryption,” points out Gartner, vice president and
research fellow, John Pescatore. “But how much of it people realize they are using remains
transparent.”

Digitalni prava a odolnost proti ilegalnim zasahlim

Dodrzovani pravnich predpist prineslo otdzku vyuziti Sifrovani v nové roviné povédomi, ale je zde i
druhad s rostoucim vyuZzitim Sifrovani — anti-piratstvi a falSovani produktd. Doslo k raznému vzestupu
poctu firem, které zaclenuiji Sifrovani do svych hlavnich komponentt, zejména pokud jde o zabranéni
zneuziti. Podle Lawsona, Sifrovani se stale vice dostdva do spotrebitelskych zafizeni. ,Typicky si
myslite, Ze pro servery, sitova spojeni a pevné disky, ale nyni jsou to i ta nejmensi zafizeni, véetné
mikroradicu, které dostavaji Sifry pro podporu cinnosti jako bezpecné spusténi, takze vyrobci védi,
jaky software se nahraje do procesoru.”

Historicky, vSe bylo uloZzeno na jednom cCipu, ktery by mohl zpétné rekonstruovat funkénost cipu,
ktery by byl demontovan. Nyni je v sdzce vyssi zavislost na softwaru. ,Software se stava stale
cennéjsim, protoZe se snadno kopiruje, opravuje a aktualizuje,” vysvétluje Lawson, , problém je, Ze
lidé jsou hackovani svymi IPody bézicimi v Linuxu.”

Ke zmirnéni problém chtéji firmy zdsadné omezit pristup do svych zafizeni, predejit zménam
softwaru nebo zabranit uzivatellim v brani softwaru ze zafizeni a pouZit jej v jiném. Satelitni kabelovy
pramysl mlze byt citovan jako priklad — jakmile byl desifrovany vysilany signal, mizZete programy
sledovat kdykoli volné. Odhaduje se, Ze satelitni spolecnosti a kanall, filmova studia a sportovni
licence, které dodavaji programy, trati kolem jednoho bilionu dolard ro¢né za nevybrané poplatky z
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dlvodu piratstvi. K pomoci v boji proti ztraté byl Cryptography Research zapojen do pomoci
satelitnim televiznim spolec¢nostem tim, Ze vyviji aplikovany integrovany obvod (ASIC).

Zabavni primysl uchopil Sifrovaci technologie az v poslednich letech, kdy ukazovala na agendy
Umluvy RSA v roce 2005 informovat IT spolecnosti pro vyvoji lepSich anti-piratskych technologii.

Vice znamy jako Digital Rights Management (DRM), ktery je nyni bézné k dispozici na hudebnich CD a
filmovych DVD. Apple se zachovalo Fair Play, DRM, které digitalné Sifruje zvukové soubory tak, ze
mohou byt prfehravany pouze pomoci iTunes nebo iPod. Vyjimecné se nékdo zamysli nad tim, Ze jeho
iPod obsahuje vlastni Sifrovaci kli¢ schranky.

Posledni hranice Sifrovani v zabavnim primyslu byly pro HD filmy. Disney, Intel, Microsoft, Panasonic,
Warner Brothers, IBM, Toshiba a Sony pracovali spole¢né na vyvoji Advanced Access Content System
(AACS) — sifrovani pro ochranu HD formatl jako je tfeba Toshiba HD DVD nebo Sony Blue-ray Disc.
Ani ne 6 mésicl, co byl AACS uveden do vyroby, byli jiZ hackefi dobre informovani. To je diivod, proc
mnoho lidi pracujicich v oblasti Sifrovani toto oznacuiji jako ,,zavod” spise nez reseni.

Sifrovaci systémy zalozené na obnovitelnosti je to, co Lawson vidi jako pfisti krok: ,Jakmile nékdo
ohroZuje systém, mlze byt vydana nova aktualizace a systém se stane opét bezpecnym,” rika.
»Takové Sifrovani ziskava pouziti v bézné elektronice jako jsou mobilni telefony, smérovace domaci
kancelare, digitalni video prehrdvace a mnoho dalsi spotrebni elektroniky.“

Myslim, Ze jsme vidéli stale se zvétSujici pouZiti Sifrovani,“ upozoriuje Gartner, viceprezident a
vyzkumny spolupracovnik Johna Pescatore. ,Ale kolik lidi si uvédomi, jak je pouziti i nadale
prahledné.”

Help
conjure up translation:  vybavit (si), vyvolat, vyvoldvat, evokovat
explanation: to bring into the mind or caused to be remembered, evoke
vykouzlit, vytvorit obraz v mysli, k vyrobé jakoby odnikud
(synonyma: vychovavat, vykouzlit, vyvolani, vyvolat, predlozila, probudit, evokuji, zamichat, zvysit)

facet translation: stranka, aspekt
explanation:  afacet of something is a single part or aspect of it; any of the many
parts of a subject to be considered

aspekt néceho, jako je osobnost, odlisny rys Ci prvek problému

(synonyma: aspekt, charakteristika, funkce, bocni, sektor, sféra)

tamper-resistance

translation: odolnost proti ilegalnim zasahlm

explanation: resistance to tampering either the normal users of a product, package,

or system or others with physical access to it

odolnost proti ilegalnim zasahlim - odolnost vici béznému uzivatelskému vyrobku, balicku nebo
systému nebo ¢emukoli jinému s fyzickym pristupem k nému. Manipulacni odpor se pohybuje od
jednoduchych prvkd, jako jsou Srouby se specialni hlavou k vice sloZitym zatizenim, kterad je ¢ini sama
nefunkéni nebo Sifrovat veskera data prenosy mezi jednotlivymi Cipy.
Odolna zatizeni nebo funkce jsou také bézné balena, aby odradila od manipulace s vyrobkem.

compliance translation: shoda, harmonie, vyhoveni cemu, poddajnost
explanation: obedience to a rule, agreement, demand, etc.; the tendency to agree
willingly to other people’s wishes or demands
shoda - akt v souladu s pranim, dotaz, nebo pozadavek, souhlas, dispozice nebo tendence ustoupit
druhym; prodlouzeni nebo posunuti nacteni struktury z jednotky; flexibilita.
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revenue translation: prijem, trzba, vynos, statni dlichod
explanation: income, esp. that which the government receives as tax
prijmy - prijmy ze vSech vladnich zdrojl vyclenénych pro vyplaceni prispévku z verejnych vydaji;
vynos z majetku nebo investice; prijem
(synonyma: ¢astka, mnozstvi penéz, suma, castka penéz, dané z prijmu, dané)

combat translation:  boj, konflikt, zapas; bojovat, zapasit, potirat; bojovy, bitevni
explanation: a struggle, a fight

boj

sl. oponovat v boji, bojovat proti, dlisledné oponovat; bojovat proti

(synonyma: boj, zapas, potykat se)
p.jm. boj, predevsim vojenské bitvy, svary (synonyma: bitva, stretnuti, boj, konflikt)

ample translation: dostatecny, hojny, bohaty, postacujici
explanation: enough, or more than enough
dostatek - z rozsahlé nebo velké velikosti, mnozstvi, rozsah nebo kapacita; velky stupen, druh nebo
mnozstvi; vic nez dost; plné dostacujici k uspokojeni potreby nebo tcelu
(synonyma: hojny, dostatecné, hojny, hojny, hojny, bohaty)

toll translation: poplatek, pravo vybirat poplatek
explanation: money that you pay to use something
mytné
p. jm. fixni poplatek nebo darn za privilegium, zejména pro prljezd pres most nebo po silnici,
poplatek za sluzby, mnoZstvi nebo rozsah ztraty nebo zniceni Zivota, zdravi nebo majetku
(synonyma: poplatek, cena, naklady, hodnoty)
sl. k presné jako mytné, uctovat poplatek za uzivani
(synonymum: ulozit)
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A. Vocabulary
1. Spojte slova s jejich vyznamem

1. plaintext (cleartext)
plvodni, Cisty text

2. non-repudiation
neodmitnuti

3. encryption
Sifrovani, kodovani

4. confidentiality
divérnost, utajeni, zachovani diveérnosti

5. cryptanalysis
kryptoanalyza, desifrovani

6. cryptology
kryptologie

7. key
klic

8. cryptography
kryptografie, Sifrovdni, kddovdni

9. ciphertext
Sifrovany text

10. data integrity
integrita dat, neporusenost udajui

11. decryption
dekddovani, desifrovani

A. encoding the contents of the message in such a
way that hides its contents from outsiders
sifrovani obsahu zprdvy takovym zptsobem, Ze je
zasilany obsah skryty

B. the art or science of mathematical techniques
related to aspects of data security

umeéni nebo véda matematickych technickych
postupl souvisejicich s aspekty zabezpeceni dat

C. the process of retrieving the plaintext from the
ciphertext

proces ziskavadni ptvodniho textu z Sifrovaného
textu

D. a coding method
metoda kodovadni

E. an aspect of data security, detecting the
unauthorized alteration of data

hledisko (aspekt) zabezpeceni dat, detekce
neoprdvnéné (neautorizované ) zmény dat

F. an aspect of data security, identifying either
entities or data origins

hledisko zabezpeceni dat, urceni subjekti nebo
data vzniku

G. an aspect of data security, preventing an entity
from denying previous commitments or actions
hledisko zabezpeceni dat, predchdzeni odmitnuti
predchozich zdvazku nebo akce

H. a message to a receiver
zprdva pro pfijemce

I. the study of mathematical methods which are
used in attempting to defeat cryptographic
techniques

studium matematickych metod, které jsou uzivany
pri pokusech zvladnout Sifrovaci techniky

J. the study of cryptography and cryptanalysis
studium kryptografie a kryptoanalyzy

K. an encrypted message
zasifrovand zprdva
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12. authentication L. an aspect of data security, keeping secret the

autentizace content of information from unauthorized parties
hledisko zabezpeceni dat, udrZeni tajného obsahu
informace pred neoprdvnénymi osobami

1. 2. 3.4. 5. 6. 7. 8.

HGALB.I J

2. Complete the text with appropriate terms

divided (9), at (10), decryption (1), on (2), knows (15), derived (8), method (3), key (4), site (14), that

(6), there (5), keeping (16), different (7), bits (11), encrypt (12), public-key (13)

Basic Cryptographic Algorithms

The method of encryption and decryption (1) is called a cipher.

Some cryptographic methods rely on (2) the secrecy of the encryption algorithms; such algorithms
are only of historical interest and are not adequate for real-world needs.

Instead of the secrecy of the method (3) itself, all modern algorithms base their security on the
usage of a key; a message can be decrypted only if the key (4) used for decryption matches the key
used for encryption.

There (5) are two classes of key-based encryption algorithms, symmetric (or secret-key) and
asymmetric (or public-key) algorithms.

The difference is that (6) symmetric algorithms use the same key for encryption and decryption (or
the decryption key is easily derived from the encryption key), where as asymmetric algorithms use a
different (7) key for encryption and decryption, and the decryption key cannot be derived (8) from
the encryption key.

Symmetric algorithms can be divided (9) into stream ciphers and block ciphers.

Stream ciphers encrypt a single bit of plaintext at (10) a time, whereas block ciphers take a number
of bits (11) (typically 64 bits in modern ciphers), and encrypt (12) them as a single unit.

Many symmetric ciphers are described on the algorithms page.

Asymmetric ciphers (also called public-key (13) algorithms) permit the encryption key to be public (it
can even be published to a site (14)), allowing anyone to encrypt with the key, where as only the
proper recipient (who knows (15) the decryption key) can decrypt the message.

The encryption key is also called the public key and the decryption key the private key.

The security provided by these ciphers is based on keeping (16) the private key secret.

Zakladni kryptografické algoritmy

Metoda Sifrovani a desifrovani (1) se nazyva kdd.

Nékteré kryptografické metody spoléhaji na (2) bezpecnost Sifrovacich algoritm; napfriklad algoritmy
maji pouze historického vyznam a nejsou dostatecné pro pouZiti v redlném svété.

Aby metoda (3) byla bezpecna sama o sobé, maji vsechny moderni algoritmy zaloZeny svou
bezpecnost na pouZiti klice; zprdva muize byt desifrovana pouze tehdy, pokud je pro desifrovani
pouzit klic (4) odpovidajici klici pouZitému pro Sifrovani.

Existuji (5) dvé tridy zakladnich klica Sifrovacich algoritm(, symetrické (neboli tajny klic) a
asymetrické (neboli verejny klic) algoritmy.

Rozdil je, Ze symetrické algoritmy uZivaji stejné klice pro sSifrovani a desifrovani (nebo desifrovaci kli¢
je snadno odvozen ze Sifrovaciho klice), zatimco asymetrické algoritmy uzivaji rozdilny (7) kli¢ pro
Sifrovani a desifrovani a desifrovaci kli¢ nemUze byt odvozen (8) z Sifrovaciho klice.

Symetrické algoritmy se rozdéluji (9) na proudové Sifry a blokové Sifry.

Proudové Sifry Sifruji jednotlivé bity ze zakladniho textu v (10) ¢ase, zatimco blokové Sifry berou
pocet bitti (11) (typicky 64 bitd v modernim Sifrovani) a jejich Sifry (12) je jako celek.

Mnoho symetrickych Sifer je popsano na strance algoritma.
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Asymetrické Sifry (nazyvané verejny kli¢ (13) algoritm0) dovoluji Sifrovaci kli¢ zverejnit (dokonce
muzZe byt zverejnén na webové strance (14)), coz povoluje komukoli zasifrovat s klicem, zatimco jen
spravny prijemce (ten, kdo zna (15) desifrovaci kli¢) mGze zpravu desifrovat.

Sifrovaci kli¢ se také nazyva vefejnym a desifrovaci kli¢ soukromy klicem.

Zabezpeceni poskytovani témito Siframi je zaloZzeno na udrZeni (16) soukromych kli¢l v tajnosti.

B. Text comprehension

1. Decide whether the following statements are true or false. If false, explain why.

a. A certificate viewer provides ample information about the certificate but the access to it is not
open to public.

Certifikat prohlizece poskytuje podrobnou informaci o osvédceni, ale pristup k nému neni verejny.

+

b. Purchasing and using electronics is practically the only way encryption creeps into our daily lives.
Ndkup a uZiti elektroniky je prakticky jediny zptsob jak se Sifrovdni dostdvd do naseho naseho
denniho Zivota. & B

c. There has been a sharp rise in the number of companies who are integrating encryption into their
core components, especially when it comes to tamper-resistance.

Doslo k prudkému ndsrutu poctu firem, které vyuZzivaji sifrovdani ve svych zdkladnich komponentech,
zejména pokud jde o odolnost proti ilegdlnim zdsahim. m £

d. Some entertainment industry companies have worked together to develop the Advanced Access
Content System (AACS) — encryption for protecting HD formats.

Nékteré spolecnosti zabavniho priimyslu pracovali spole¢né na vyvoji AACS — Sifrovdni pro ochranu HD
formdti. m -

2. Answer the questions.

a. What do most people associate encryption with?
Co si vétsina lidi spojuje s Sifrovanim?

On-line banking.

b. Does encryption touch many aspects of our everyday life?
Dotyka se sifrovani mnoha aspekti naseho kaZdodenniho Zivota?
Yes.

c. If your previous answer was yes, explain where and how.
Pokud vase predchozi odpovéd byla ,,ANO*, vysvétli kde a jak.
Payment of banking card, shopping, using elektrincs machines, PC, cell phone, home alarm, car, etc.

d. How is it certified that a web site is official?
Jak je to s ovérenim, Ze webovd strdanka je oficidlni?
There is certifikate on the right corner in URL box on web site.

e. How many countries will have issued e-passports by 20107?
Kolik zemi bude v roce 2010 vyddvat e-pasy?
Perhaps 200 countries
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f. Why do companies — and this trend is still increasing — integrate encryption into their core
components?

Proc spolecnosti — a tento trendy se stdle zvysuje - zacleriuji Sifrovdni do svych zdkladnich
komponenti?

It is for better tamper-resistance and opposite unautorized use dates and machines.

g. What does DRM stand for and why was it developed?

Co stoji za DRM a proc byl vyvinut?

Better known as Digital Rights Management (DRM), it is now routinely found on music CDs and movie
DVDs. Apple constructed FairPlay, the DRM that digitally encrypts audio files so they can only be
played using iTunes or an iPod. Rarely does anyone consider the fact that their iPod contains its own
encrypted key repository.

h. Which companies have worked together to develop AACS?
Které spolecnosti pracuji spolecné na vyvoji AACS?
Some companies of entertainment industry — Disney, Toshiba, Warner Brothers, Sony, ...

3. Explain (Vysvétlete)

a. What did Lawson mean by the following statement? “I really see encryption as glue.”

Co mél Lawson na mysli ndsledujicim vyrazem? ,,Opravdu vidim Sifrovdni jako spojeni.”

We have a lot of things that are held together by glue but you don't really see it. It's important that it
works well, otherwise everything falls apart

b. Why do people working in the field of cryptography refer to it as a “race?”
Proc lidé pracujicd na vyvoji Sifrovani rikaji, Ze je to ,, zdvod“?
Becouse after AACS was put into production, a hacker had already posted the crack online.

c. How can users be stopped from taking the SW from one device and using it in another?

Jak Ize uZivateliim zabrdnit prendset SW z jednoho zarizeni a pouZivat je na jiném?

digitally encrypts audio files so they can only be played using iTunes or an iPod, rarely does anyone
consider the fact that their iPod contains its own encrypted key repository

C. Lexis

1. Use antonyms of the words given in bold and fill them in the sentences.
a. There has been a sharp fall in the number of companies who are integrating encryption into their
core components.

b. | hate extreme temperatures, | prefer fixed ones.

2. Use synonyms of the words given in bold and fill them in the sentences.
a. Absorbed in her work, she was totally unaware of her surroundings.
Byla zaujata svoji praci tak, Ze nevnimala své okoli.

b. These implementations of encryption are evident, but there are more subtle ways in which
encryption enters our daily lives.

Tyto implementace kdédli jsou zjevné, ale je mnoho divtipnéjsich zptsobd, kterymi kodovadni vstupuje
do nasich dennich Zivota.

c. A certificate viewer will provide ample information about the certificate, such as who issued the
certificate and to whom, how long it will be valid, etc.
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ProhliZzecem certifikatu provozovatel podrobné informuje o certifikatu, napr. komu byl vystaven a
kym, jak dlouho bude platit atd.

d. You should consider various facets of the problem before solving it.
Meli byste zvadZit riizné aspekty problémy pred jeho resenim.

e. Several companies, for example Disney, Intel, Microsoft, Panasonic, Warner Brothers, IBM and
Sony, have worked together to develop the Advanced Access Content System (AACS) — encryption
for protecting HD formats.

Nékolik firem, napfiklad Disney, Intel, Microsoft, Panasonic, Warner Brothers, IBM a Sony, spolecné
pracuji na vyvoji AACS — Sifrovani pro ochranu HD formatd.

f. She did exactly what she promised. | am sorry | doubted her.
Udélala presné to, co slibila. Mrzi mé, Ze jsem o ni pochyboval.

g. We were informed about new government strategies to fight inflation.
Byli jsme informovdni o nové viddni strategii v boji proti inflaci.

3. Nouns (podstatnd jména), adjectives (pridavnd jména) and verbs (slovesa) are parts of speech
which can be formed by various suffixes. Sort the following suffixes out according to which part of
speech they belong. Find a word for each suffix.

Podstatnd jména, pridavna jména a slovesa jsou slovni druhy, které mohou byt tvoreny riiznymi
pfiponami. Tridi se podle toho, do které cdsti reci patri. Najdi slova pro kaZdou priponu.

Suffix (pfipona) Part of speech (slovni druh) Word (slovo)

-ify verb identify

-or

-ise

-ible

-ment noun goverment

-al

-ship

-ful

-er adjuctive better

-ize

-less adjuctive contactless

-tion noun action

o 4

-able

-ance

-ing verb coming

-ive

-ious

-ed verb waited
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Facultative exercises:

1. Translate into Czech

Preface

By encryption, we mean a process of converting information to a disguised form in order to send it
across a potentially unsafe channel. The reverse process is called decryption. Using strong encryption
techniques, sensitive, valuable information can be protected against organized criminals, malicious
hackers, or spies from a foreign military power, for example. Indeed, cryptography used to be almost
exclusively a tool for the military.

Sifrovanim, médme na mysli proces pievodu informaci do skryté formy, aby jej bylo mozno poslat pres
potencialné nebezpecny kanal. Opacny proces se nazyva dekddovani. Pomoci dlisledného Sifrovani,
Ize citlivé a cenné informace chranit napriklad proti organizované trestné cinnosti, zZlomyslnym
hackeriim nebo vyzvédacdi z cizi vojenské sily. Ve skutecnosti, kryptografie byval témér vyluéné
nastroj pro armadu.

However, in moving into an information society, the value of cryptography in everyday life in such
areas as privacy, trust, electronic payments, and access control has become evident. In this way, the
field of cryptography has broadened from classical encryption techniques into areas such as
authentication, data integrity, and nonrepudiation of data transfer.

Nicméné, ve sméru do informacni spolecnosti, je zfrejma hodnota kryptografie v kazdodennim Zivoté,
napriklad v oblasti soukromi, dGvéryhodnosti, elektronické platby a fizeni pfistupu. Timto zplsobem,
se kryptografie rozsitila od klasickych technik Sifrovani v oblastech, jako je autentizace, integrita dat,
nepopiratelnost a prenos dat.

2. Complete the text with appropriate terms

The entertainment industry has embraced cryptographic technologies in recent years, even showing
up on the agenda at the RSA convention in 2005 to reach out to IT companies for developing better
anti-piracy technologies. Better known as Digital Rights Management (DRM), it is now routinely
found on music CDs and movie DVDs. Apple constructed FairPlay, the DRM that digitally encrypt
audio files so they can only be played using iTunes or an iPod. Rarely does anyone consider the fact
that their iPod contains its own encrypted key repository.

Zabavni primysl uchopil Sifrovaci technologie aZz v poslednich letech, kdy ukazovala na agendy
Umluvy RSA v roce 2005 informovat IT spolecnosti pro vyvoiji lepSich anti-pirdtskych technologii.

Vice znamy jako Digital Rights Management (DRM), ktery je nyni bézné k dispozici na hudebnich CD a
filmovych DVD. Apple se zachovalo Fair Play, DRM, které digitalné Sifruje zvukové soubory tak, Ze
mohou byt prehrdavany pouze pomoci iTunes nebo iPod. Vyjimecné se nékdo zamysli na tim, Ze jeho

iPod obsahuje vlastni Sifrovaci kli¢ schranky.

FOR YOU:

Presentation Topics

a. Digital Signature

b. Cryptographic Hash Functions

c. Cryptographic Random Number Generators
d. Strength of Cryptographic Algorithms

e. Cryptanalysis and Attacks on Cryptosystems
f. Tamper-resistance

See for example:
http://www.ssh.com/support/cryptography/introduction or www.cryptography.com
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